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OVERVIEW

Proofpoint’s Security Education Platform captures each employee’s interaction with our simulated
attacks, knowledge assessments, and interactive training. This means that security officers quickly have
detailed information about not only who completed which assignments, but also in which topics they are
strong or weak, and how they have improved over time. All user data can be characterized, filtered, and
reported using administrator-defined fields, such as job function, geographic location, department, hire
date, and role.

Administrators can export reports to various output formats, such as Excel and CSV, to easily share
results with interested parties. Reports can be generated any time. Additionally, with our Scheduled
Export feature, you can automatically send reports to managers and administrators to track progress,
gauge results, and plan accordingly. This feature allows administrators to define recipients, frequency,
time, and format of the report output, which aids in sharing the responsibility of driving completion of
assessment training. For an LMS implementation, user performance data and results for our training
modules are based on the reporting capabilities of the LMS system used.

Below is a summary of reports available in the Security Education Platform. For more details about each
report, please refer to the sections that follow in the guide.

e Knowledge Assessment and Training Progress*

Phishing Simulation e Phishing Campaign Performance

e Phishing User Performance

e ThreatSim Campaign Overview

e ThreatSim Raw Campaign Data CSV

e ThreatSim Reports on Individual Campaign Details

o All Email Campaigns History

o Individual Campaign Overview
o Geographic Distribution

o Endpoints

o Users

e ThreatSim USB Campaign Details

Reported Email Performance | * Reported Email Performance
and Analysis e  PhishAlarm Analyzer Report

Training e Knowledge Assessment and Training Progress*
e Training Assignment Performance

e Training Category Performance

e Training Module Performance

Users e User Record Export

e Training Report Card

* Report pertains to both areas.

© 2020 Proofpoint, Inc. Private and confidential.
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KNOWLEDGE ASSESSMENT REPORTS

The reports in this section pertain to CyberStrength assessments. They include:

e CyberStrength Performance Report

¢ Knowledge Assessment & Training Progress Report

GYBERSTRENGTH PERFORMANGE REPORT
OBJECTIVE

The CyberStrength Performance report displays a comprehensive array of user and assessment data so
that organizations can track the progress and performance of their CyberStrength assignments.

BENEFITS

= Track the progress and performance of the organization’s cybersecurity initiatives.

= Quickly identify security risk at the organization, department, and user level or any other defined
custom grouping.

= Benchmark the organization’s performance data against the same or other industries, other
Proofpoint customers, and the organization itself over time to gauge results and develop an
action plan to improve or maintain a competitive edge.

FEATURES

= Determine the organization’s weaknesses and strengths across a range of cybersecurity areas,
identify the riskiest users or business units, identify the most missed question categories, and
customize programs to reduce the identified risks.

= Track user progress and performance across all CyberStrength assignments.

= Compare company performance against the same or other industries, Proofpoint customers,
and the organization itself over time.

= Display aggregate and detail-level data per assessment, user, category, and other customizable
properties.

= Export options: Excel and CSV.
SAMPLE CYBERSTRENGTH PERFORMANCE REPORT

(see next page)
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SAMPLE CYBERSTRENGTH PERFORMANCE REPORT (CONT.)

View includes Users Tah

® Default View -

CyberStrength Performance

Analyze end user and assessment data to track the progress and

of the C:

Data updated twice a day. Last update: 2020-Apr-08 at 13:04 (UTC) (approximately 35 minutes ago)

butler@amyeo wombatqa.com

Online Safety

tandard Fields o ©  LeaderbosrdStandard . @ o DetsisFields € | CyberSmengthStartD. @ .
Assignment Start Date Assignment Due Date
() Select date range v [ Selectdate range -
Ascignment Name Total Assessed Users ®  Average Score ©  Average Time to Complete @
Auto-Enroliment Enabled
| erPatom Stats 1,311 99% 9m 21s
, 0
“ Assignment Active Or Arc.
_ Strongest Category ©®  User Progress In Assignment Y
Active .
t Starts M Completed
Not Started
User Progress In Assignment Use the Internet Safely W Not Started
- 0,
2 User In Assignment 82%
Not Removed
28% a 29%
Assessment Name . R
- Completed
“ Assessment Type
Pregefned
Weakest Category @  All Categories B o
Overall A t P 100.8%
versl Assienment Fregress Protect and Dispose of Data
Securely v .
8 - —
38% 4 500K =
Industry 2
Otrer v 12% a oy
Other Al e
Assignments Categories Questions Leaderboard
Aggregate By User Performance o
Depariment v 85,0
First Name. Q| Last Name Q. assignment Name QA e =
Totals 59. 4‘9'::
Amy 037
David Rivera (s
Emiy Hughes 637
George Russel @
Users Past Due e ek «
Kevin Bailey o3
Maiissa Garcia 2020 Cyber A o3
Paul Haves 3090 Coor Acsinnmant 80 62
1 8 0 Scores by Department a User Performance by Department Y
Total % of Aver.
Q  Average Ass s Tme
Depariment Score  Users | Comp... w
< -
Users Due in Next 7 Days @ H Totals £9.48% 1311 B3E2% 938
H Human Resources c049% | 207 | 62T 543
= T 57.00% 338 238
Marksting s767% 48 028
0 Saes czeen a2 o2
eox @ 108 soox  seex
Average Score
Question Details per User B o
Firstame Q  LastName Q,  Email Address Q  Assessment Name Q,  Assignment Na
Alexander Butler alexander butler@amyco wombaiqa com 2020 Gyber Ast
Alexander Butler alexander butler@amyco wombaiqa com 2020 Gyber At
Alexander Butler slexander butier@smyeo wombstqa com Online Saisty 2020 Cybar Ast
Alexander Butler slexander butier@smyeo wombstqa com Online Saisty 2020 Cybar Ast
Alexander Butler slexander butier@smyeo wombstqa com Online Saisty 2020 Cybar Ast
Alexander slexanderbutier @ amyeo wombstqa com Online Saisty 2020 Cybar At
Alexander slexanderbutier@amyeo wombstqa com Online Safety 2020 Cybar At
Alexander slexanderbutier@amyeo wombstqa com Online Safety 2020 Cybar At
Alexander slexanderbutier@amyeo wombstqa com Online Safety 020 Cyber At
Hlexander alexandar butler@amyeo. wombaiqa com Online Safety 2020 Cybar At
Hlexander alexandar butler@amyeo. wombaiqa com Online Safety 2020 Cybar Ast
Alexander alexander.

2020 CyberAst
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View of Assignments Tah

Users Categories Questions Leaderboard
Agaregate By Assignment Scores by Department P9
Q Q  Assign Q Stat Q Due Q  Aversge Time
Depariment Assignment Name: Progress Dat= Dat= Score o Use
Totals 59.49% 936 4¢
Human Resources. 2020 Cyber Assignment 17 Completed 2020-01-11 2020-01-15 | 93.75% 833
Human Resources 2020 Cyber Assignment 14 Completed 2020-01-08 2020-01-15  87.50% 233
Human Resources 2020 Cyber Assignment 55 Completed 20200105 20200115 84.38% 033
Human Resources 2020 Cyber Assignment 95 Completed 20200113 | 20200115 | 8125% | 033
Human Resources 2020 Cyber Assignment 102 Completed 20200142 | 20200115 | 8125% 033
Human Resources. 2020 Cyber Assignmant Completad 2020-01-07 | 2020-01-15 | 8125% 033
Human Resources 2020 Cyber Assignment 107 Completed 2020-01-11 2020-01-15  81.26% 8233
Human Resources. 2020 Cyber Assignment 111 Completed 2020-01-12 20200115 81.26% fukcc)
Human Resources. 2020 Cyber Assignment 12 Completed 2020-01-04 2020-01-15 | 81.26% fukcc)
Scores by Department o
2
H
&
Fre sex 15e% EErN sams 50 % ssex sesx  ssax
average Score
Assignment Performance P
Users Users | Users
Q Q Average Strong.. Weakest Number  Users Not  Usersin Fast Force
Assignment Name Assessment Name Score Categ.. Categ.. ofUsers Comgl... Starled Frogr. Due Compl...
Totals 53:3% - - 454 1085 216 o 180 o
2020 Cyber Assignment 17 Online Safety 80.63% Usethe Use 2 2 o o o o
Intarnet | Socia
Safely . Media
2020 Cyber Assignment 40 Online Safety 87.50% Usethe Use 1 1 o o o o
Internet | Social
Safely . Media
2020 Cyber Assignment 20 Online Safety 85.00% Usethe Use 5 5 o o o L]
Internet | Social
Safely.. | Media
2020 Cyber Assignment 14 Online Safety 83.3% Usethe Use 12 12 L] o o o
Internet | Social
Users Assignments Categaries. Questions Leaderboard
Aggregate By Category Scores by Department o
Category Name N Q Department qQ Average Score % of Users Completed
Totals 59.49% 100.00%
Identify Phishing Threats Human Resources. 66.40% 100.00%
Identify Phishing Threats m B63.13% 100.00%
Identify Phishing Threats Marketing 86.54% 100.00%
Identify Phishing Threats Sales 68.08% 100.00%
Protect and Dispose of Data Securely Human Resources 2046% 100.00%
Protect and Dispose of Data Securely [ 2062% 100.00%
Protect and Dispose of Data Securely Marksting 0% 100.00%
Protect and Dispose of Data Securely Sales. 76T 100.00%
Protact Confidential Information Human Resources. 53.96% 100.00%
Protect Confidential Information m 51.47T% 100.00%
Scores by Category o
Comgany’s
Awerage Scars
(59.5%
. 1
H I
]
soox
Category Details Py
Category Name Q Average Score Number of Questions Number of Included Users
Totals 69.49% 17639 1085
Protect and Dispose of Data Securely 23.33% 4385 201
Protact Confidential Information 51.97% 4524 289
Identify Phishing Threats 85.01% 2500 205
Use Social Media Safely TT.03% 2170 310
Use the Infemet Safely 82.22% 2780 310
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View of Questions Tah

> coem | e o

Aggregate By Question Scores by Department B O
Q Q  Average of  Time Q
Department Question Score  Inclu__ 1o | Category Name
a
Totals 59.49% 1095  25.00
Human Resources A company sheuld only collect and store 45.18% 62 3500 Protect and Dispose of Data Securely

persanally identifisble information (PII) that is
necessary for its business.
Human Resources A guod friend from high school you haven't 100.0. 80 35.00 Use Socisl Media Saiely
seen in years sands 3 connection request
through social media. it's OK to accept the
Human Resources Alist of medications stored in a physician's 68.33% 60 3500 Protect Confidential Information
office is protected health information (PHI).
Human Resources Amedical billing and collection agency 63.33% 60 3500 Protect Confidential Information
experiences network security prodlems that
lead to a significant data breach for patients of.

Question Performance o

g

¥

g

Average Score
Question Details 52 o
Question @ AverageScors  NumberofUsers  Average Time fo Complete (Seconds) Category Name qQ
-

Totals 5§9.49% 1095 35.00
A company should only collect and store personally identifiable 38.40% 201 35.00 | Protect and Dispose of Data Securely
infarmation (PI} that is necassary for its business.
A good friend from high school you haven't seen in years 100.00% 310 35.00 | Use Social Media Satety

sends 3 connection request through social media. It's OK to
aceept the friend request

A list of medications stored in a physician’s office is protected 50.52% 220 35.00  Protect Confidential Information
health irformation (PHI).

A medical biling and collection agency expenences network 58.13% 230 25.00  Protect Confidential Information
security problems that lead to a significant data breach for
patients of a large hosgital. Who could be lisble for this

Anew USB storage drive is always safe fo use 42.27% 201 35.00 | Protect and Disposs of Data Securely
Al personally identifiabie information (PII) should be kept 33.83% 201 36.00 | Protect and Dispose of Data Securely

View of Leaderhoard Tab

Uses  Aesgrments  Cagores  Questors
User Ranking [
Time Assig. Mum. A B @
Q Q Q  Average to | Attempt i Stan O,
Rank First Name Last Name Email Address. Score | Com.. Dustion Que... Date
59.49% 509 56172 17639
1 Samual Ross samuel.ross@armyco. wombatga.com @I | D64 56000 16 20200113
2 Meiissa Garcia melissa garcia@amyco. wombatga.com @I 280 56000 16 20200111
3 Kavin Bailey kevin.bailey @amyce wombatga.com @I 286 56000 16 20200111
4 Geoge Russell george nussell@amyco.wombatga.com @I 286 56000 16 20200111
5 Emiy Hughes emily hughes @amyco.wombatya.com @I 450 56000 16 20200108
& Paul Hayes paul.hayes@amyco.wombatga.com 93.75% 663 580.00 16 2020-01-07
7 Helen Clark helen.clark@amyco.wombatga.com 93.75% 759 560.00 16 2020-01-08
7 Stephen Carter stephen. carter@amyco.wombalga.com 93.75% 750 580.00 18 2020-01-08
o Amy Les amy.lee@amyco.wombatgs.cam 00.75% 761 580.00 18 202001-08
10 David Rivera david. ivera@anyco.wombatga.com 83.75% 782 560.00 18 2020-01-08
11 Ruth Henderson ruth henderson@amyco wombatqa.com 83.75% 870 560.00 16 2020-01-04
12  Brian Collins brian_collins@ann wombstga.com 87.50% 060 560.00 16 2020-01-13
12 Gary Brooks. gary brooks@amyco wombatqa com 87.50% 060  580.00 16 20200113
12 Virginia Howard virginia howard@lamyco. wombatqa.com 87.50% 060 | 580.00 16 20200113
15 Anna Griffin anna_griffin@amyco wombatqa com 87.50% 063 560.00 16 2020-01-13
15 Christine Jenkins christine jenkins@amyco wombatqa com 87.50% 063 560.00 16 2020-01-13
17 Patrick Wiood patrick wood{@smyco wombatgs.com 87.50% 063 560.00 16 2020-01-13
18 larmy Niaz |arry diar@@amurn wnmhatna cnm A7 BN% nFR4 BAN MO 18 PN20-011-13
User ranking is determined by the User's score on the assignment, then the number of days to complete the assignment.
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KNOWLEDGE ASSESSMENT AND TRAINING PROGRESS REPORT
OBJECTIVES

The Knowledge Assessment and Training Progress report displays results and information regarding
end users’ progress completing CyberStrength assessments and training modules. It lists the
assignment and module completion status for all users by percentage Completed, In Progress, and Not

Started.
BENEFITS

Quickly compare completion rates across training assignments to determine which assignments
require additional action to drive them to completion.

Track all users’ progress on all CyberStrength assessments and training assignments in a single
report, gauging their effectiveness at completing assignments.

At-a-glance view of overall results and status of training assignments.
Ability to drill-down to assignment-level details.

KEY FEATURES

Provides a variety of filtering options, such as by assignment, start/due date, overall assignment
progress, user assignment progress, and auto enrollment assignments.

Flexibility to select which data fields to include or exclude from the table to meet specific analysis
needs.

Displays key performance indicators for the total number of training modules, categories, correct
responses, and incorrect responses.

Displays user progress by assignment as well as assignment details.

Results can be compared across assignments, with the ability to include or exclude deleted
assignments, deleted users, and users removed from the assignments.

Displays users’ progress in CyberStrength assessments and training assignments.
Displays completion percentage per module that is part of an assignment.

One-page display of all numbers and percentage details about a specific assignmentand the
modules included in it.

Multiple assignments can be displayed and compared at one time.
Export options: Excel and CSV

© 2020 Proofpoint, Inc. Private and confidential.
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SAMPLE KNOWLEDGE ASSESSMENT AND TRAINING PROGRESS REPORT

Knowledge Assessment and Training Progress

Track end user progress in completing CyberStrength knowledge assessments and training assignments to identify follow-up steps,

Data updated twice a day. Last update: 2020-Apr-08 at 15:04 (UTC) (approximately an hour ago)

W Default View - |1 C

dard Fields (=]

St

User In Assignment [~]

Flatform Staws @  TwminingAssignmemS. &

Assignment Start Date

229

User Progress In Assignmer «

InProgress

Nat...

Assignment Due Date

[ Select date range - % Select date range -
Assignments a Auto-Enrolled Assignments. 0 Completion Rate (%) 0

66 60.7%

User Progress By Assignment

ignment 1

Assignment Active O €3

z 2920 Cyvar Assignmant
Assignment Name =
— ] 2020 Cyoar Assignment 13
z

Custom Module 2970 Cyoper Assignmant 14

User Platform Status

Overall Assignment Progress

Assignment Is Priority

Assignment Is Auto Enrolled

Froduct Type 8.8% 18.8% 48.8% B8.8x Ba.8x 108.8%

Percent Completed, Percent In Frogress, Fercent Mot Started
Assignment Details Table
Overall
@,  Assignment Q Assignment O, Users Users Percent

Assignment Name Progress Start Date Modules Assigned Completed Completed
2020 Cyber Assignment 121 Completed 2020-01-05 1 - ] 23 100.00%
Followup 2020 Cyber Assignment 121 Mot Started 2020-01-13 2 ] a 0.00%
2020 Cyber Assignment 61 Comgpleted 2020-01-04 1 20 20 100.00%
2020 Cyber Assignment 65 Completed 2020-01-08 1 20 20 100.00%
Followup 2020 Cyber Assignment 61 Mot Started 2020-01-13 1 20 Q 0.00%
Followup 2020 Cyber Assignment 65 Mot Started 2020-01-12 2 20 Q 0.00%
2020 Cyber Assignment 52 Completed 2020-01-06 1 10 19 100.00%
Jan 4, 2020 Training Assignment In Progress 2020-01-04 2 12 1 61.11%
2020 Cyber Assignment 11 Not Started 2020-01-07 1 17 a 0.00%
2020 Cyber Assignment 38 Completed 2020-01-04 1 17 17 100.00%
Followup 2020 Cyber Assignment 38 Mot Started 2020-01-13 2 17 a 0.00%
Jan 12, 2020 Training Assignment. In Progress 2020-01-12 4 16 12 75.00%
2020 Cyber Assignment 50 Completed 2020-01-12 1 15 15 100.00%
2020 Cyber Assignment 123 Mot Started 2020-01-13 1 15 Q 0.00%
2020 Cyber Assignment 133 Completed 2020-01-04 1 15 15 100.00%
2020 Phishing Campaign SAE Mot Started 2020-01-13 1 15 a 0.00%

Unique Users o

75

o

W Percent Completed
Percent In Progress
W Percant Not Started

Product Type
Cyberstrength
Training
Cyberstrength
Cyberstrength
Training
Training
Cyberstrangth
Training
Cyberstrength
Cyberstrength
Training
Training
Cyberstrangth
Cyberstrength
Cyberstrength

Training
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PHISHING SIMULATION REPORTS

The reports in this section pertain to ThreatSim phishing campaigns. They include:

e Phishing Campaign Performance Report

e Phishing User Performance Report

e ThreatSim Campaign Overview Report

e ThreatSim Reports on Individual Campaign Details

e ThreatSim Raw Campaign Data CSV Reports

e ThreatSim USB Campaign Details Report

PHISHING CAMPAIGN PERFORMANGE REPORT
OBJECTIVES

The Phishing Campaign Performance report aggregates the results of multiple phishing campaigns,
reflects overall performance results, displays failure trends, and shows how individuals performed in
each campaign received. Administrators can compare campaign performance level trends based on
overall failure rates and individual events (such as, email viewed, link clicked, attachment opened).

BENEFITS

= Determine at the campaign- and user-level which campaign types end users are most vulnerable
to so that additional campaigns can be developed and implemented.

= Drill-down to the user-level details to enable deeper analysis.

= Track phishing failure performance over time and use the trends to determine the organization’s
optimal security awareness training programs.

= Compare campaigns types alongside each other to gain at-a-glance insight into the most
effective campaigns and campaign types.

KEY FEATURES

= Provides a variety of filtering options, such as by campaign type and status, start and end date
range, and include/exclude archived campaigns.

= Flexibility to select which data fields to include or exclude from the table to meet specific analysis
needs.

= Displays key performance indicators for number of campaigns, number of phish, threat emails
sent, and threat emails reported.

= Provides details about each current and past campaign as well asthe participating end users.

= Shows user behavior statistics for individual campaigns, such as how many times each user
viewed, clicked, and submitted data.

= Compares performance results of different campaigns, whether of the same type or different
type.

= Displays the failure trend of campaigns and number of reported emails of a campaign over time.

= Export options: Excel and CSV

© 2020 Proofpoint, Inc. Private and confidential.
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SAMPLE PHISHING CAMPAIGN PERFORMANCE REPORT

View includes Campaign Comparison Tab

Phishing Campaign Performance

Analyze end user results on email phishing simulations and compare them across campaigns to assess organizational susceptibility 1o attack.

Data updated twice a day. Last update: 2020-Apr-08 at 15:04 (UTC) (approximately an hour ago)

@ Default View - | C e

Cam

Compariso. -]

mpaign Details Stan.. € Campaign Status. (]

Saninlzs. @  UserPlatform Status (]

Campaign Start Date Campaign End Dale
(%) Seiect date range v [ Selectdsterange -
Number of Campaigns o MNumber of Phish [ Threats Sent 0 Threats Reported o

7 244 244 26

Campaign Name

“ Campaign Track Views : Measures
ves B o Action
° o View
Click
= Teachable Moment Type W Attachment Open
Data Suomit
raining W Vulnerable
M R=ported Email
Campaign Status
Is Auto Enroll
Campaign Type
Campaign Is Archived
User Platform Status
Campaign Schedule Type Campaign Hame
SN BN B SR - - L] I
Failure Trend o
k]
°
Reported Emails o
i
@
»
a
Campaign Comparison Campaign Details
Emails Viewad o Unique Clicks o Click Rate (%) [ Data Submitted o
Campaign Comparison B o
Percent of
Q Q  Campsign Q Campaign o  Threats Campaign Failure | Is Auto Q Percent Total
Campaign Name End Date Sent Sent  Percent Enro! Trained  Training
Totals 244 100.00% 34.4% 2.33% 43
2020 Phi 2 100.00% 35.0% Yes 0.00% 4
2020 Phi 25 100.00% 54.3% No o
2020 Phi 2 100.00% 42.4%  Yes 7.14% 4
2020 Phi 31 100.00% 52.8% No - o
2020 Phi: E 100.00% 48.4% Yes 0.00% 5
2020 Phi: g 33 100.00% 8.1% Mo o
Test Currently Running 02 .08 | Completad E 100.00% 00% No o

Campaign Performance o
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View of Campaign Details Tah

Campaign Comparison Campaign De

Total Clicks [ Messages Viewed ] Data Entry Count 0 Auto Enroll Count

34 63% 67 43

Campaign Details

First Mame = Last Name = Email Address % | Campaign Mame
a
Totals
Alexander Carfer alexander. carier@amyco.wombatga.com Campsign 5

Alexander Edwards akexandes. edwards@amyco.wombatga.com g Campaign §
Amanda Collins amanda colins@amyco. wombatqa. com g Campaign 8
Amanda Rogers amanda rogers{@amyco.wombatga.com Campsign 5
Ry Bailey amy hailey @amyco worbaiga com g Campaign 2
Py Erown amy brown@amyca.wombatga.com Campsign §
Ay G amy.gray@amyco. wombatga.com Campaign &

Ry amy kelly@amyco wombatga com g Campaign 4
Ay amylee@armyco. wombatga.com Campaign 2
Andrew Wood andrew.wood@amyco.wombatga.com Campaign 3
Andrew Weod andrew.wood@amyco.wombatga.com g Campaign §
Ancela Gonzalez anaela.gonzalezi@amvoe. wombataa com 2020 Phishing Campaion §
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PHISHING USER PERFORMANGE REPORT
OBJECTIVE

The Phishing User Performance report analyzes users’ interactions with simulated phishing attack
campaigns, causes of single failures, and identifies repeat offenders.

BENEFITS

= Assists in identifying simulated phishing attack campaigns, campaign types, and templates that
might be more effective than others within their organization.

= Focus on the phishing risk at the campaign, department, and individual user level to identify and
tailor security awareness training programs.

= Instantly identify riskiest users and repeat offenders to perform immediate corrective action.

KEY FEATURES

= Displays detailed charts showing results and statistical information about users who fell for the
phishing campaigns.

= Compares results of campaigns grouped by most failed users, templates, campaigns,
departments, as well as any other groupings uploaded into the Platform.

= Shows repeat offenders who can be grouped and targeted for additional training.

= Qutlines the comparisons of failure results for different users, departments, templates,
campaigns and campaign types all in one report.

= Export options: Excel and CSV.
SAMPLE PHISHING USER PERFORMANGCE REPORT

(see next page)
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SAMPLE PHISHING USER PERFORMANGCE REPORT (CONT.)

Analyze users' interactions with simulated phishing attack campaigns, causes of failure, and identify repeat clickers fer future campaigns and training.
Data updated wice  day. Last update: 2020-Apr-08 at 15:04 (UTC) (approximately &n hour ago)
© Default View - G e A
Standard Fields ©  Agaregated Fislds @  UserPiformSums @ AooregmeBy 9 > ign StartDate .. @)
Campaign Start Date
2 Select date rangs -
Overall Failure Rate (%) @ Failed Users [ ] Unique Failures ©®  Threats Sent [}
Aggregate By Failures by Campaign Type :Y Department Details B o
Owerall  Num.
Departr t ve By
Depariment Rais  Usars Faili.. Senl | Co
m 42.06% ES) 21 5
Marketing 24.83% 80 kA a8
Human Resources 34.48% 44 20 58
Data Sales 25.53% 33 12 47
= User Platform Status .
= Campaign Type
Anachment
Data Eniry
Drive By
Failures by Campaign Status «  Fallure Rate by Department o
= Campaign Status
o Template Name
ATET Scheduled payment
Building Evacuation Pian -
Email Password Change
Feature TSIM-4500
Swift Transfer
Campaign Name :
User Details 2 o
Overall DriveBy DataEntry Attachm...
Q Q Q LastEvent Cam.. Unique Failure Campa.. Campaign Campaign
First Name Last Name Email Address. Date Count  Failures  Rate (%) Failure Failure Failure
Alexander Carter alexander.carten@amyco.wombatga.com 20200112 1 o 0.00% 0.00% 0.00% 0.00%
Alexander Edwards alexander edwards@amyco wombatqa com 1 0 0.00% 0.00% 0.00% 0.00%
Amanda Coflins amanda.colins@amyco.wombatga.com 1 o 0.00% 0.00% 0.00% 0.00%
Amanda Rogers. amanda rogers@amyco. wombatga.com 20200113 1 1 100.00% 0.00% 0.00% 100.00%
Amy Bailey amy.baiiey @amyco.wombataa. com 20200113 1 1 10000%  000%  000%  100.00%
Amy Brown amy browni@amyco. wombatga com 202001-12 1 1 100.00% 0.00% 0.00% 100.00%
Amy Gray amy gray@amyeo wombatqa.com 2020-01-13 1 0 0.00% 0.00% 0.00% 0.00%
Amy Kelly amy kelly@amyco.wombaiga.com 2020-01-13 1 L] 0.00% 0.00% 0.00% 0.00%
Amy Lee amy lee@amyco wombatga.com 2020-01-13 1 1 100.00% 0.00% 000%  100.00%
Andrew Wood andrew.wood@amyco. wombatqa.com 2020-01-13 z o 0.00% 0.00% 0.00% 0.00%
Angela Gonzalez angela gonzalez(@amyco wombatqa com - 1 ] 0.00% 0.00% 0.00% 0.00%
Angels Hughes angels hughes@amyea wombatga com 2 0 0.00% 0.00% 0.00% 0.00%
Campaign Details o
Campaign Name Q Overall Failure Rate (%) Unique Failures Threats Sent  Campaign Type Q
2020 Phishing Campaign 4 h 53.82% 20 34 Data Entry
2020 Phishing Campaign 2 54.20% 10 35 Attachment
2020 Phishing Campaign 5 42.30% 15 31 Attachment
2020 Phishing Campaign 3 42.42% 14 33 DataEntry
2020 Phishing Campaign 1 35.00% 14 39 Attachment
2020 Phishing Campaign 8 8.08% 2 33 Drive By
Test Cumently Running 0.00% L] 30 Drive By
Template Details and Benchmarks o
Overal Proofpoint
Q @ Faiure Rste | Average Failure nigu Threats Campaign Q
Template Nams Tempiate Crested Date (%) Rate (FR)  Faiues  Sent Type Camo... Tempiste Category
Email Password Change. 20180428 B - 34 67 Data Entry 2020 Consumer
Phishing
Camp. ...
Buiding Svacuation Flan 2015.02-17 4571% - 4 105 Attachment 2020 Corporate
Phishing
Camp. ...
Swit Transfer 017-02.23 6.08% - 2 33 Drive 8y 2020 Consumer
Phishing
Camo....
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THREATSIM CAMPAIGN OVERVIEW REPORT

OBJECTIVE

The ThreatSim Campaign Overview report provides an at-a-glance view into the short-term phishing
performance of simulated phishing campaigns and associated user activity. Information displayed

includes:

» Click rate

= Multiple clicks

= Noresponse

= Open messages

= Users who reported the mock phish

= Users who acknowledged viewing the Teachable Moment
= Browser vulnerabilities

= Compromised users (provided credentials to a fake site)

= Attachment opened

BENEFITS

= Quickly view the organization’s recent phishing campaign performance, analyze trends, and
determine next steps in your program.

= Scan campaign results side-by-side and determine which campaigns are most effective for the
organization.

KEY FEATURES

= Provides a bar chart of campaigns detailing and comparing the results with the ability to display
campaigns over a period of up to a year.

= Displays a list of all the campaigns, overall results, create, start and end dates, status, and
creator of each campaign. They can be filtered by status, shown as numbers or percentages.

= Export option: CSV
SAMPLE THREATSIM GAMPAIGN OVERVIEW REPORT

Al Email Campaigns
Recent | LastWeek  LastMonth  LastYear Custom Date Range Fiter
Recent Campaigns =
100
2 so
o
Users(96/13/17) StopCampaign-1(06/20/17)  StopCampaign-2(05/20/17)  Embedded Video(06/23/17) ink(06/126/17)
B No Response WMl Email Opened I Clicked B Vuinerable Bl =
Bl Attachment Acknowledged
All Times Displayed America/New_York (UTCIGMT -4 hours) [Change Your
All Email Campaign History & BB oo g compietes  Showss - EExpotData
Attachment  Attachment
Titie Sent Opened Clicked Vulnerable Compromised Multicick Acknowledged  Opened  Acknowledged Reported Created  Start  End Status  Creator
qf(@] B Avcnymize 2 o L2 o € o o o @ 070317 070317 O7AA7  Running  Trial
= From: order- 327 13127 11:00:00 Admin
B ¢ update@amazoon.onine AM Al P
Q| m link o [5]) ("1 ] [ o] o o (o] o [ 2 ] 06/26(17 0626117 070417 Completed  Trial
— From: Sunport 105103 10:51:03 Admin
= At A
Q| @ Embecded Video o o o [ ) o (0] o o o 231 Completed  Trial
= From: Admin Admin
s 7 Al
Q @ Stst 2 o o o o o o) o o o 612017 06120117 0GREAT Canceled  Trial
— From: Email Service £0820 42000 Admin
= s PM PM PM
a @ o e e o o o o o @ 062017 0607 062917 Canceled  Trial
— 2218 33000 11:00:00 Admin
A4 P B PM
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THREATSIM REPORTS ON INDIVIDUAL CAMPAIGN DETAILS
OBJECTIVE

Within the ThreatSim Campaign Overview report, each campaign can be accessed to provide
administrators with statistical details in a variety of reports. Refer to the reports below.

BENEFIT

Easily analyze comprehensive details of each campaign to determine riskiest users, geography, IP
addresses, devices (desktop vs mobile), and browser plug-in vulnerabilities.

SAMPLE THREATSIM INDIVIDUAL GAMPAIGN DETAILS REPORTS
All Campaigns History Report

Provides statistical details about each campaign, including visibility into past, current, and pending
campaigns.

Recent Last Week Last Month Last Year Custom Date Range: F Filter

Campaigns from the Last Year

Apr
1

Jul o8

Dec Jan
drive_by 3 27
t

attachment rive by by drive_by

bl L

tes)
tast (or/e8/18 1est

test ' rest test test
(03/20/18) (05/28/18) (08:05/16) (0911116} (10/14/186) (11/26/18) (123118
Apr jun Jui 1 Aug Oa Oct Dec Jan
30 10 drive_by 2 o1 27 12 17
drive_ty arive_by 1est tive_by drive_by drive_by drive.by drive.
1est test 1est (O7/11/16) test test test a5 tes!
(04/07/18) 104/30/18) {06/ 10/16) 08/22/18) o018 (10/27/18) 02718 wiIATAM
I No Response [ Email Opened I Clicked N C i = I Mulii-Clicks I Reported I Attachment Opened
M Arachment Acknowledged
All Times Displayed America/New_York (UTC/GMT -4 hour

Completed Show As i Export Data

All Campaign History &»

Attachment Attachment

Sent Opened Clicked Vulnerable Compromised Opened  Acknowledged Reported Status
Q & [ 0] (0] (0] [ 0] [ 0] [ 0] D [ o] [ 0] 0077 DHOTNT DIMEMT7  Running
34427 34427 11.00.00
7 Fom PM PM PM
Stephen
Moora
Q @ 27 { 5000 ] | 950 ] L 754 ] © 760 ] = o 012717 ON2717 020317  Completed

24917 24817 24997
T 1he PM PM PM
Q & { 5000 ] [ 550 ] [ 794 J [ 3z ] (711 ] [ 0] o €= 011717 0WATAT  DV24M7  Completed
24917 24947 24917
LA P PM PM
Q| & DecH €@ & o L o4 ] L a2 = [ 122 ] o 0] EE 123118 123116 MNever  Running

24317 24997

Creator

e
admin

Laura
Waters

Laura
Waters

Laura
Waters
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Individual Campaign Overview Report

Displays relevant incident response data such as time-to-click, time-to-open, time-to-report, time-to-open
attachments, user clicks vs. no responses, vulnerable vs. non-vulnerable users, compromised vs. non-
compromised users, and acknowledged vs. non-acknowledged users. Option to print Executive
Summary.

Campaign Details =

Iul@.am.'—'

Click Time

2- 3y 253 wsens - -

+ X of Test Fopulution Wl Response Time

Email Opened Time

o % of Test Poputation I Response Time

Emall Reported Time

% of Text Fopulation B Response Tine

Geographic Distribution Report

Displays worldwide mapping of user activity per campaign, which helps identify anomalies in the
organization’s data regions with high levels of susceptibility.

Aug 05 attachment test # Carsagn dmoms
recuT0100
o7 Ve ¥ it e T e
oy of (S

P vl rane % ) i g

s A TP e el A

e )= o e -
S e : i

(R - s

Cocale ] = = -
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Endpoints Report

Indicates the types of devices (desktop vs. mobile), operating systems, browsers, and browser versions
that were used by employees who fell for a mock phishing email. Also reports on out-of-date and
potentially vulnerable third-party plug-ins (via the optional Weak Network Egress feature).

Users Vulnerability

Adobe Flash Vulnerability

1azn
1saa
see
ez
veingrasn Nt Vemaes ananasin Nt vamenatn

Adobe Acrobat Vulnerability Java Vulnerability

i
i

1Em 189
: I ;!
"y s
; - i - I
— Wt Vinarion ansnanis st vuarabe

QuickTime Vulnerability RealPlayer Vulnerability

columa to view mars details STher COlumn o view mare detai
e 1,705
: I 3 I
Silverlight Vulnerability = Window Media Player Vulnerability =
¢ calume ta vies mars datal Chicke athar shimn 1o view mars dataly

1718 1,688
1508 1500
» 1000 ¥ 1200
o s
< - 3 -
winarasin Nt Vit sz e Valearazin

Shows detailed and complete user activity, including clicks, opens, and reported phish. Also identifies
out-of-date third-party browser plug-ins and detection of off-end points (via the optional Weak Network
Egress feature).

Users Bharkibvemall oename Q  Clear Search Y Filter; All

Name /Click Date Email Opened

Vulnerable Plugins Reported Weak Egress Acknowledged Plugins

First Last Yes [ None ] [ No ] [ No ] F ] 7] 208.103.114.186
04/15/16 10:03:34 AM NINDOWS ¢ Map Q Whois
First Last [ None ] o [ ves J [ No J L 7]
22116 1:34:25 PM WINDOWS @ Map Q. Whois
First Last [ hone 3 (o ] o« @ & x
MI22/16 1:34:04 PM WINDOWS N/A § Map Q, Whois
First Last [ None « « ] (7} 208.103.114.186
22116 1:34:14 PM CHROME 9 Map Q Whois

Instalied Not Installed | | Vulnerable
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THREATSIM RAW CAMPAIGN DATA CSV REPORTS
OBJECTIVE

The ThreatSim Raw Campaign Data CSV reports provide user and user’s equipment details that are not
available in other reports, reflecting all information available on campaigns in one report. Administrators
can export all campaign data and build custom charts based on desired fields and stats.

BENEFIT

Simple export of comprehensive ThreatSim data for quick and easy import into the organization’s
preferred analysis tool for evaluation.

KEY FEATURES

= Located under the campaign overview page under Export Data > Campaign History.

= Provides raw data of all campaigns within a selected range, which enables administrators to
manipulate and create different charts from the results.

= Displays details about campaigns such as campaign title, type, template used, from name and
from email fields, summarized results, and many other fields.

= Export option: CSV
SAMPLE THREATSIM RAW CAMPAIGN DATA CSV REPORTS

Gampaign Overview GSV Report

A e c ) 3 F G H 1 J K L M N

1 [First Name Last Name Campaign Guid Users Guid Primary Email Opened Date Email Opened Primary Clicked Date Clicked  Multi Email Open Multi Click Event Email Address Date Sent Campaign Title Template Sophistication
2 |FIRST LasT 8bad6sad7e  b2726a7acd FALSE FALSE 0 0 EMAIL 7/3/2017 15:31 Anonymize 0
3 |FIRST LAST 8baa684d7e 320afa7f71 TRUE 7/3/2017 15:36. TRUE 7/3/2017 15:36. 1 2 EMAIL 7/3/2017 15:31 Anonymize 0
4 |FIRST LasT 8bad6sad7e  cdactObbe2 FALSE FALSE 0 0 EMAIL 7/3/2017 15:31 Anonymize 0
5 [FIRST LAST 8bad6s4d7e  896aa7Gest FALSE FALSE 0 0 EMAIL 7/3/2017 15:31 Anonymize 0
& |FIRST LasT 8bad684d7e  4cclll7abd TRUE 7/3/2017 15:36 TRUE 7/3/2017 15:36 o 0 EMAIL 7/3/2017 15:31 Anonymize [}
7 |FRsT LasT 8badssad7e  dsbefsasss FALSE FALSE o 0 EMAIL 7/3/2017 15:31 Anonymize 0
& |FIRST LAST 8bas684d7e  f66a2labe? TRUE 7/3/2017 15:36. TRUE 7/2/2017 15:36. o 0 EMAIL 7/3/2017 15:31 Anonymize 0

Gampaign History CSV Report

& P ! 5 W “ . L M [ . a 8 ¥ . w K ¥ : AL A i
L] e b o gl bt PRI W e e ook teeohati et el op smal_op smactea et piched ol ed | stk meobol Sompeoe pompe Sk S0l rie e vdnes s s spaead, phateg depies
5 [P R 0 S feminitors st ST 2T 270 b (e [1 = o o n 0 o o [ > [ [ ] [} 2 P

Fown Bpd Drarged Tiaralern  warabermle e fras 07708 01700 Damtdd & 1 ® [ a [ ® [ [ [} 0 o [ [ [
& | e Bl [l P e s py Dl ST 26TT- [P E ) [ [ ¥ X [ [ [ - by [ [ [
8 P z ] I 2 x 1 L] [ E o [ [ [
O st 1 L a L 1 = 1 L3 a L) L) a q
O b i € 1 L] 1 - o o (1] a a o o a a
© smirdd 1 ® [ [ z v [ [ [ o [ [ [
[P [ # [} [ 2 B [ [ [ ) [ [ [
[pEmeTi o [ [ [ o ) [ [ [ o [ [ [
Bembedd o L] [ [ & ¢ [ [} [ # [} [ [
© ey : m a [ @ [ a [ ) [ [ [
O sttt o o a o G o a a a ] a a a
‘ 0 i L} 1 L] a a L - 0 0 a -] ] -] a
£ D il Yy m [ [ ¥ E [ [ [ o [ [ 2
b B e e [ [ ' e [} [ [ 1 L) ] [
e Bl Arwnees. cockar gt codet gl ima orde STT-OT, SOTTAIT ST e by O oy 7 @ a [ 3w 1 H a ) [ [ [
i [ i & L 4
1 (j'\.'oli-.f.n:'\-i'\-Jl'_\H‘\-(h'\,ol'n.ucl. PrarTary s Ot [ brimusry o Dase (ks Bremury £ Dane Loj Primsry A Dass A2 b res Al ot il Coem Mt 411 b
I e by ok Enpoef  HORMIT IGO0 TR eesesss  (EL  swessssw  $AL FhL L] @ L}
T I T [ [ o [
3 deww by Barh17 Pesesers  THd sseessss  SAIN na a o [}
% ddeer by Wk 18 e THAY  sseeee FALW AL e [ [
§ ey by Wk dd mmsees Tind  ssewsss FAL T [ & [
T e by W30 Ted 30 JTHRde  TRUE  sessssss  TRUE  sesssssw  FALLE FaLi a [ ]
drive by Wick  Cmisool ocleseTHRlCME  PALS A faug FALE ] [
¢ dee by Pack  MemiatasmlessToolodf  TALLD T FAILT [T [ 2 [
3 dove by WkQT  Fhabing clessTH 3N TRl ssssssss  Tied  eeseeess fasid [ @ [ L
U ek by FROUIE TeiLLR  Olbederiledme  RA am il FALM [ ] ]
3 e 1% leaeTH 1N AL i sAig naia 1 ] [
ey i ocheas W IBA00  FALEH g & [
4 Easoel WMok AE L [ & [
Waimintraf OB ALY FALSE [ © ]
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i i i
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THREATSIM USB CAMPAIGN DETAILS REPORT
OBJECTIVE

The ThreatSim USB Campaign Details report shows the number of USB devices that were accessed and
the IP addresses of the users who fell for the USB drop.

BENEFITS

= Examine the organization’s recent USB campaigns and performance at a glance, analyze the
details, and determine the next steps in cybersecurity training programs.

= View USB campaign results and determine which campaigns are most effective for the
organization.

KEY FEATURES

=  Provides the number of USBs that had no response, one-click or multi-clicked responses, and
the total number of users who acknowledged the Teachable Moment.

= Displays details about the USBs within each campaign, USB unique ID, external and internal IP
addresses of users’ PCs as well as the Windows login used on the PC.

= Lists the filename the user fell for and clicked on.
= Shows the event types and when an event took place.
= Export options: PNG, JPEG, SVG and PDF.

SAMPLE THREATSIM USB CAMPAIGN DETAILS REPORT

USB Campaign Overview ~ Devices

USB Campaign Details

c ervies Devices
Device Events
Device Recorded nternal IP Windows
GUID EventType At External IP Addresses User Agent Login Filename
9bf56edlc3  Opened 06/05/18 114190 51143 usb_tracker0.0.3 wombatadmin  Audit
16:24:21 = Schedule. docx
9bf56ed3c3  Opened 06/05/18 114.190 51143 usb_tracker0.0.3 wombatadmin  Resume.pdf
1624:12 —
0itic41d13  Opened 06/05/18 114150 51137 usb tracker/0.0.3 wombatadmin  Proposed New
16:24:04 Salary
Ranges pptx
9bf56ed3c3  Opened 06/05/18 114.190 51.143 usb_tracker/0.0.3 wombatadmin  Staffing
162403 Plans xlsx
Sbi56ed3c3  Opened 06/05/18 2029 15327, usb_tracker0.0.3 wombatadmin  Audit
16:22:15 51.142 Schedule. docx
Sb56edled  Acknowledged 06/05/18 114.190 Mozilla/5.0 (Windows NT 10.0; Win64: x64) ApplaWebKit/537.36 (KHTML
07.40:10 like Gecko) Chrome/67.0 3366 62 Safar/537.36
9bfS6ed3c3  Opened 06/05/18 114.190 51.137 usb_tracker/0.0.3 wombatadmin  Proposed New
07:33.08 Salary
Ranges pptx
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REPORTED EMAIL PERFORMANGE & ANALYSIS REPORTS

The reports in this section pertain to PhishAlarm and PhishAlarm Analyzer. They include:

¢ PhishAlarm Analyzer Results Report

¢ Reported Email Performance Report

PHISHALARM ANALYZER RESULTS REPORT
OBJECTIVE

The PhishAlarm Analyzer Results report shows the number of reported threats identified over time
(hours, day, weeks, months, quarters). Results are displayed for the three classification categories —
“Likely a Phish,” “Suspicious,” and “Not Likely a Phish” — for all email domains analyzed by PhishAlarm
Analyzer.

BENEFITS

= Quickly review the total number, types, and trends of phishing emails reported for a given period
S0 you can gauge the effectiveness of your awareness and training of reporting suspected phish.

= Evaluate users’ ability to identify and report actual phishing emails and track performance over
time.

KEY FEATURES

= Provides the total number of phishing emails reported monthly.
= Shows the trend of reported emails over a specific date range.

= Assists in identifying the overall understanding of cybersecurity topics within an organization
based on the emails reported as well as the trend of the type of emails reported.

= Breaks down the number of emails reported, per category.
= Export option: CSV

SAMPLE PHISHALARM ANALYZER RESULTS REPORT

(see next page)
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SAMPLE PHISHALARM ANALYZER RESULTS REPORT (CONT.)

21

PhishAlarm Analyzer Report

Measure the resulis of your reponed user emails.

Select a Date Range

Total Potential Phish This Month

1590

down T8% since last month

August 2015 Saptambar 2018 Ocicbar 2013 Wevamesr 2019 Dacambar 2015

Likely Phish Suspicious Phish

5971 71l

down 78% since last month

August 2018 208

Saptemesr 201% Cctober 201 Movembar 2013 Decambar 2019 lanuary 2020

@ Likaly Phish Suspicious Phizh @ Unlikaly Phizh

Unlikely Phish

9221

down 813% since |ast month

Fanruzry 202

4k

5k
k
*
=
k
I a
220
Download
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REPORTED EMAIL PERFORMANGE REPORT
OBJECTIVE

The Reported Email Performance report displays the information reported by end users via the
PhishAlarm button. It lists the users’ names and email addresses, type of email (simulated phish, training
email, or potential phish), action taken by end users (opened, unopened with preview, or unopened),
associated phishing campaign name, and time elapsed to report potential phish. Additional information,
such as the end users’ operating system and email client version, can also be displayed.

BENEFITS

= Gauge end users’ ability to identify phishing emails and their responsiveness to reporting phish
to determine further training needs.

= Identify most active and accurate phish reporters for rewards and recognition.

KEY FEATURES

= Provides a variety of filtering options, such as email type, email action taken by users, and
campaign name.

= Flexibility to select which data fields to include or exclude from the table to meet specific analysis
needs.

= Displays key performance indicators for the total emails reported, potential phish, and simulated
phish.

= Displays detailed results on who reported the email, the type of email reported (simulated phish,
potential phish, or training email), the action taken by the end user (opened, unopened, or
unopened with preview), and the associated phishing campaign.

= Provides an elapsed time stamp between the receipt of the email and the time reported.
= Specifies end users’ operating system and email client version.
= Export options: Excel and CSV

SAMPLE REPORTED EMAIL PERFORMANGE REPORT

(see next page)
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SAMPLE REPORTED EMAIL PERFORMANCE REPORT (CONT.)

Reported Email Performance

Understand end user efficacy in reporting potentially suspicicus emails to gauge good behaviors or further training needs.

Data updated twice a day. Last update: 2020-Apr-08 at 15:04 (UTC) (approximately 2 hours age)

W Default View - O e

Standard Fields @ EmailType @  EmailReceivedinlast. €3

Email Reporied Date Email Received Date

4% Select date range - 8 Select date range A
Total Emails Reported 0 Potential Phish o
< Email Type Email Action

e I

Email Client Version

Campaign Name

0S5 Version

-

Email Action

Email

Email Activity

Email Reczived Dat=

Reported Emails

Campaign Name Q| First Name R Q  LastMame
Unknown Alexander Edwards
0 Phishing Campaign 6 Asexander Edwards
2020 Phighing Campaign 5 Amanda Fogers
Unknowm Amanda Fogers
2020 Phishing Campaign & Amy Gray
Uninowm Amy Gray
2020 Phighing Campaign 5 Angeia Ganzzlez
Unknowm Angela Gaonzalez
2020 Phishing Campaign 3 Brian Cooper

Simulated Phish 0

52

o

58 Measures
B Fotential Phish
Simulated
Phish
15 _ Average
Elapsed Hours

B O

Q | Email Address q  Emal
alexander edwards@amyco.wombaiga.com | Opens
alexander edwards@amyco. wombatga.com | Unope
amanda.regers@amyco wombatga.com Opens
amands.rogers@amyoo. wombatga.com Unope
amy.gray@amyco.wombaiqa.com Open:
amy gray@amyco. wombatqa.com Opens
angela.gonzalez@amyco wambatqa.com Unope
angeia.gonzalez@amyco.wambatqa com Unope
brian cooper@amyeo.wombatga.com Open:

© 2020 Proofpoint, Inc. Private and confidential.
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TRAINING REPORTS

The reports in this section pertain to Training modules. They include:

¢ Knowledge Assessment & Training Progress Report

e Training Assignment Performance Report

e Training Category Performance Report

e Training Module Performance Report

KNOWLEDGE ASSESSMENT & TRAINING PROGRESS REPORT

Refer to Knowledge Assessment and Training Progress Report under Knowledge Assessment.

TRAINING ASSIGNMENT PERFORMANGE REPORT
OBJECTIVE

The Training Assignment Performance report provides comprehensive user-level information for training
assignments. Administrators can drill down to the user-level and module-level to view several data
points, including standard information such as user module score percentage, time to complete the
module, and total questions answered.

BENEFITS

= Easily view and analyze detailed user-level results, progress, and completion rates across
training assignments and modules.

= Use gathered information to notify users who have not completed assignments, identify poorly
performing users for further training, and identify top performing users for rewards and

recognition.
KEY FEATURES
= View detailed results about progress and assignment completions for users within an
assignment.

= Flexibility to select and display different column headers within the report, to see progress by
different departments, regions, or other properties.

= Administrators can include or exclude deleted assignments, deleted users, and users removed
from assignments in their view.

= Ability to create and save different views based on Administrator’s preferences.
= Export options: Excel and CSV.

SAMPLE TRAINING ASSIGNMENT PERFORMANGE REPORT
(see next page)
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SAMPLE TRAINING ASSIGNMENT PERFORMANGE REPORT (CONT.)

Training Assignment Performance

Review detailed user and assignment scores, progress, and completion rates across training assignments and modules.

Data updated twice a day. Last update: 2020-Apr-08 at 16:04 (UTC) (approximately an hour ago)

W Default View - ] G e

Standard Fields € | Userin Assignment & User Platform Stams @  Assignmem StarDae. €

Start Date Due Date

[f2] Select date range - [ Selact date range -

User Progress In Assignment o Completion Rate (%)
In ngres;sJ

Completzd

14.1%

Assignments

79

Mot Started

A signment Type Average Score by Assignment

Jan 1, 2628 Training Assignment
User Progress In Assignment

Jan 18, 2826 Training Assignment

Assignment Is Priority Treining Assignment

0o Unique Users o

398

©®  Auto-Enrolled Assignments @

66

||

=
Assignment |s Auto Enrolled .
Assignment Active O Archived 203,222 Taiing ccicemere [
User In Training Az= ;,..,em_s-e.c-\
Overall Assignment Progress raining 2=igomet ||, - -«
User Platform Status
38.6% 68.9% 78.86% 86.8% 198.8%
Assignment Details B O
Assig...
O, AssignmentStat  ©Q, Due oY oY
Assignment Name Date Date .. First Name: Last Name
2020 Phishing Campaign 1AE . 2020-01-13 2020-02-14 Catherine Bennett
2020 Phishing Campaign 1AE 2020-01-13 2020-02-14 Danied Ross
2020 Phishing Campaign 1AE 2020-01-13 2020-02-14 Eric Kelly
2020 Phishing Campaign 1AE 2020-01-13 2020-02-14 George Collins.
2020 Phishing Campaign 1AE 2020-01-12 2020-02-14 James Gray
2020 Phishing Campaign 1AE 2020-01-12 2020-02-14 Jeffray Hall
2020 Phishing Campaign 1AE 2020-01-12 2020-02-14 Jessica Gray
2020 Phishing Campaign 1AE 2020-01-12 2020-02-14 Jessica Griffin
2020 Phishing Campaign 1AE 2020-01-13 2020-02-14 Kevin Bailey
2020 Phishing Campaign 1AE 2020-01-13 2020-02-14 Margaret Melson
2020 Phishing Campaign 1AE 2020-01-13 2020-02-14 Raymond Brown
2020 Phishing Campaign 1AE 2020-01-13 2020-02-14 Steven Bames
2020 Phishing Campaign 1AE 2020-01-13 2020-02-14 Thomas Cook
2020 Phishing Campaign 1AE 2020-01-13 2020-02-14 Thomas Tomras,
2020 Phishing Campaign 3AE 2020-01-13 2020-02-18 Brian Cooper
2020 Phishing Campaign 2AE 2020-01-12 2020-02-18 Cynthia Jonas
2020 Phishing Campaign 3AE 2020-01-12 2020-02-18 Dennis. Ross
2020 Phishing Campaign 3AE 2020-01-12 2020-02-18 Donald Carter
2020 Phishing Campaign 3AE 2020-01-13 2020-02-16 Elizabeth Johnson
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TRAINING CATEGORY PERFORMANGE REPORT
OBJECTIVE

The Training Category Performance report tracks the questions and topics end users are having the
most trouble with based on the training assignments they have completed. By highlighting weaknesses,
an organization can more effectively focus on training efforts.

BENEFIT

Quickly pinpoint the most missed categories across training modules or by individual module so that
security awareness training programs can be implemented to focus on those areas for improvement.

KEY FEATURES

= Provides a variety of filtering options, such as by training module name, date, assignment, and
include/exclude deleted users.

= Flexibility to select which data fields to include or exclude from the table to meet specific analysis
needs.

= Displays key performance indicators for the total number of training modules, categories, correct
responses, and incorrect responses.

= Clearly identifies the most missed training categories in a bar chart.

= Ability to view per category details on percentage and total number of incorrect and correct
questions and total user responses.

= Ability to view user-level details on how many questions were answered correctly and incorrectly,
the corresponding category, module, and assignment names, and the module and assignment
completion dates.

= Results include topics in modules taken as part of an assignment and as a standalone (Free
Play).

= Export options: Excel and CSV
SAMPLE TRAINING CATEGORY PERFORMANGE REPORT

(see next page)
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SAMPLE TRAINING CATEGORY PERFORMANCE REPORT (CONT.)

View includes Category Tab

Training Category Performance

Evaluate end user training performance by content categery across training modules to identify weak knowledge areas for improvement.

Data updated twice a day. Last update: 2020-Apr-08 at 16:04 (UTC) (approximately 2 hours ago)

© Default View - ] O e

Module AttemptInLas.. € | User Platform Status.

—~

(<]

Question Date

4% Select date range -
Number of Medules o

50

Module {Admin Display)
Module {User Display)
Module Attempt is Freeplay

User Platform Status

Assignment Name

Question Answer Ratio Y

Incorrect

Correct

Number of Categories

140

IMost Missed Categories

Catago iy Mama

Breach R=porting

Recognizing Epear Phishing Emai

Pazzword Comp

Defining 2 pass

Correct Responses

16,168

Incomect Responses o

2,285

Encormect Question Percent

[
|

Category Details o
Caiegory Name N Q Incorrect Question Percent Correct Question Percent | Total User Incomect Comrect

Totals 12.28% 87.62% 18453 2285 16168
Access to Restricted Areas 30.00% T0.00% 20 =] 14
Apply basic best practices appropristely 11.38% 22 64% a3 10 7B
Apply best practices for securing PIL. 15.58% 84.42% e 1z &5
Apply best practices when provided access to P 15.00% 25.00% a0 1z &2
Aszess the risk of an app permission request 10.42% 80.58% =] 10 25
Awoiding Pirated Media 33.33% 66.67% 3 1 2
Best Practices. 10.42% 80.58% 240 25 215
Best Practices in Browsing 0.52% 80.48% 128 12 14
Bluetooth Security 15.12% 84.28% 88 12 T2
Breach Reporting 17.50% 82.50% 40 T a3
Business Data on Home Computer 20.00% 80.00% 5 1 4
Categorize PII 11.92% 88.08% 15 18 123
Connecting to Safe WiFi 22.00% T2.00% 50 1 0
Corporate Mobile Device Policy 1.01% 22.90% 108 1z oF
Create 3 Password Family 0.00% 100.00% 5 o 5
Creating Good Fassphrases. 15.14% 84.56% 185 28 157
Creating Secure Passwords 12.75% 86.25% a0 1 -]
Creating Strong PINs 18.92% 81.08% 148 28 120
Dangerous Links 50.00% 50.00% 2 1 1
Dangerous URLs - @) Symbol 13.33% 26673 45 & am
Dangerous URLs - Hyphen 12.32% 86.67% 45 ] e
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View of Users Tah

28

Category Users
User Details O
Corect | Incor...

Category Mame Q First Mame Last Mame Email Address Q Res... Res.. Module (Adm
Totals 16168 2285
Access to Restricted Areas Cynthia Perry cynthia perry@amyco.wombatga.com 1 0 | Workplace Se
Azcess to Restricted Areaz Donald Martin donald. martin@anyco. wombatqa.com 2 1 Workplaca Se
Acoess to Restricted Areas Dorothy Foster dorothy. fosten@amyco.wombatga.com 1 0 Workplace Se
Access to Restricted Areas Emily Sanchez emily. sanchez@amyco. wombatqa.com 2 1 Workplace Se
Acoess to Restricted Areas Frank Howvard frank.howard@amyco.wombatga.com 2 1 Workplace Se
Access to Restricted Areas Matthew Ward matthew.ward@amyce. wombatga.com 1 1 | Workplace Se
Access to Restricted Areas Melisza Rogers melisza.rogers@amyco.wombatga.com 2 1 Workplacs Se
Access to Restricted Areas Michelle Patterson michelle. patterson@anvyco. wombatga.com 1 0 | Workplace Se
Access to Restricted Areas Ruth Thompson ruth.thompsoni@anmyco.wombatga.com 1 0 Workplace Se
Acoess to Restricted Areas Shirey Harris shirley. hamis@amyco. wombatga.com 1 1 Workplace Se
Apply basic best practices appropriately. Alexander Hernandez alexander hernandezi@anyco.wormbatqa.com 2 0 | Pllin Action 2
Apply basic best practices appropriately. Ay Brown anmy. brown@amyco.wombatga.com 1 1  Pllin Action 2
Apply basic best practices appropriately. Angela Robinzon angela.robinson@amyco. wombatga.com 1 0 | Pllin Action 2
Apply basic best practices appropriately. Anna Sanchaz anna.zanchez@amyco.wombatys.com 2 0 | Pllin Action 2
Apply basic best practices appropristely. Anthony Griffin anthony.griffin@anmyco wombatga.com 1 0  Pllin Action 2
Apply basic best practices appropriately. Benjamin Alexander benjamin.alexanden@amyco. wombatqa.com 2 0 | Pllin Action 2
Apply basic best practices appropristely. Carol Howvard carol howardi@amyco.wombatga.com 1 0  Pllin Action 2
Apply basic best practices appropriately. Carolyn Lewis carolyn.lewis@amyco.wombatga.com 1 1 | Pllin Action 2
Apply basic best prachces appropriately. Deborah Carter deborah.carter@amyco.wombatga.com 1 1 Pllin Action 2
Apply basic best practices appropriately. Dorothy Foster dorothy. foster@amyco.wombatga.com 2 0 | Pllin Action 2
L T Erbuaemerd | amiie B T 1 A Sllin Aekinn 3
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TRAINING MODULE PERFORMANGE REPORT
OBJECTIVES

The Training Module Performance report displays results and information for Training modules. It tracks
individual completion rates and attempts for specific or multiple modules, whether part of an assignment
or not, in addition to capturing whether the user responded to a policy acknowledgment statement
added through our Training Jacket feature. The report displays average scores for each module, in
addition to individual user’s scores. It also tracks and ranks completion rates for individuals and
departments to help determine best performing groups.

BENEFITS

= Easily view and monitor users’ training module completion status, completion rate, and scores.

= |dentify cybersecurity awareness topics where individuals are strongest and weakest so that
future training programs can be tailored accordingly.

= View training completion percentage and average score by module.
= Review detailed scores for each module and compare results across modules.

= Clearly identify users who have acknowledged, declined, or took no action on the company-
specified policy acknowledgment to comply with organizational policies.

= Quickly identify leaderboard data showing best performing individuals or departments on
training module assignment completion time and scores for rewards and recognition and,
conversely, identify lower performing individuals or departments to determine action plans for
improvement.

KEY FEATURES

e Provides a variety of filtering options, such as by module name, status, and attempt start date as well
as user completion status.

o Flexibility to select which data fields to include or exclude from the table to meet specific analysis
needs.

o Displays key performance indicators for the number of modules, assigned modules, attempts and
completion.

e Provides detailed results about which users attempted or completed a specific module as part of an
assignment or standalone (Free Play).

e Tracks user-level scores on modules taken within or outside of an assignment.

o Displays an overall acceptance rate percentage as well as a breakdown of who accepted, declined,
or took no action on the Policy Acknowledgement inserted in a Training Jacket of the modules.

e Provides an exportable Leaderboard table that ranks all users with a formula that uses completion
time and module scores across any combination of training modules.

o Reflects a score distribution for users who are part of an assignment.
e Export options: Excel and CSV

SAMPLE TRAINING MODULE PERFORMANGCE REPORT

(see next page)
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SAMPLE TRAINING MODULE PERFORMANCE REPORT (CONT.)

View includes Module

Performance Tah

Training Module Performance

Track end users' completion rates on specific training modules and how they performed in their training individually and in aggregate to identify their strong and weak topic areas.

Data updated twice a day. Last update: 2020-Apr-08 at 16:04 (UTC) (approximately 2 hours ago)

@ Default View - | C e

Acknowledgme.. @) Module Completedin.. @)  User Platform Status. [=]

UserPanicipation Fiel. @) User Ranking Fields 9 | Foi

Module Attempt Start Date:

[ Select date range -

Module Completion

1,312
(100%)

Ivlodule Attempts [

1,312

Unigue Modules @  Modules Assigned [

49 1,312

Training Completion Percentage By Module

Module (Admin Display)

-Pizning P

Module (User Display)

“ User Platform Status

User Completion Status In Module

anti-Prishing Pyl

Avoiging Dangerous Attachments

g Dangeroua Links

Busine

|

Cata Entry Phisning

Assignment Name Data Protactionand

Email Protection Toos
Module Status a ction Too

Email Security

-]

Training Leadsrboard Policy Acknowledgement

Motule Performance Training Module Status by User

Average Score By Module

R

hreat Overview

3
i

hishing

Bhigning

nigning

URL Training

User Participation
User Overall
Q Q Q Q Comal a U
Module (User Display) First Name Last Name Email Address. Status In Sex
Totals - 83.80%
Pll Fundamentals. Alexander Edwards alexander.adwards@amyco.wombatga.com Completed 80.00%
Safe Social Networks Alexander Edwards alexander.adwards@amyco.wombaty; Completed 80.00%
Security Beyond the Office Alexander Edwards alexanderedwards@amyco.wombatga.com  Completed 20.00%
Physical Security Alexander Edwards alexander.adwards@amyco.wombatga.com Completed 80.00%
GDPR Overview Alexander Edwards slexander edwards@amyco wombata: m Completed 80.00%:
Mitigating Compromised Devices Alexander Edwards alexander edwards@amyeo. wombataa com Completed 80.00%
Mobile App Security Alexander Edwards alexander edwards@amyco wombatga com Completed 20.00%
Anti-Phishing Phyliis Alexander Hemandez alexander hemandez@amyco wombatqa com  Completed 100.0.
Mobile Device Security Alexander Hemandez alexander hemandez@amyco wombatqa com  Completed 100.0.
Video: Physical Security Alexander Hemandez alexander hemandez@amyco wombatqa com  Completed 100.0.
Pl in Ation Alexander Hemandez alexander hemandez@amyco wombatqa com  Completed 100.0.
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View of Training Module Status by User Tab

First Ma

Alexand:
Alexand
Alezand
Alexands
Alexand:
Alexand
Alezand
Alexands

Amanda
Amanda
Amanda
Amanda
Amanda

Amanda

Medule Performance

Trai

User Module Status

me

Alexander

er

ar

er

jer

er

ar

er

jer

Alexander
Alexander
Alexander
Alexander
Alexander
Alexander
Alexander

q  LastName
Edwards
Edwards
Edwards
Edwards
Edwards
Edwards
Edwards
Hemnandez
Hemandez
Hemandez
Hesnandaz
Hemnandez
Hemandez
Hemandez
Hesnandaz
Hemnandez
Bryant
Edwards
Nedson
MNedson
Nelsan

Medson

g Module Status by User

Training Leaderboard

@  Email Address qQ
alexander edwards@amyco.wombatga.com
alexander. edwards@smyco.wombatga.com
alexander edwards@amyco.wombatqa.com
alexander edwards@smyco wombata com
alexander edwards@amyco.wombatga.com
alexander. edwards@smyco.wombatga.com
alexander edwards@amyco.wombata.com
alexander hemandez@amyeo wombatqa.com
alexander hemandez@amyco. wombatqa.com
alexander hemandez@amyco wombatqa.com
alexander hemandez@amyco.wombatqa.com
alexander hemandez@amyeo wombatqa.com
alexander hemandez@amyco. wombatqa.com
alexander hemandez@amyco wombatqa.com
alexander hemandez@amyco.wombatqa.com
alexander hemandez@amyeo wombatqa.com
amanda.bryant@amyce.wombatna.com
amanda.edwards@amycowombaiga.com
amanda.nelson@amyco. wombatga.com
amanda nelson@amyco. wombatga som
amanda.nelson@amycn.wombatga.com

amanda.nelson@amyco. wombataa.com

Policy Acknowledgement

Assignment Name

Jan 7. 2020 Training Assignment
Jan 7, 2020 Training Assignment
Jan 7, 2020 Training Assignment
Jan T, 2020 Training Assignment
Jan 7. 2020 Training Assignment
Jan 7, 2020 Training Assignment
Jan 7, 2020 Training Assignment
Dec 6, 2019 Training Assignment
Dec 6. 2019 Training Assignment
Dec 6, 2010 Training Assignment
Dec 13, 2010 Training Assignment
Dec 13, 2018 Training Assignment
Dec 13. 2018 Training Assignment
Dec 13, 2018 Training Assignment
Dec 28, 2010 Training Assignment
Dec 25, 2018 Training Assignment
Dec 21, 2018 Training Assignment
Dec 20, 2018 Training Assignment
Dec 16, 2010 Training Assignment
Dec 16, 2018 Training Assignment
Dec 16. 2018 Training Assignment
Dec 16, 2018 Training Assignment

Module {User Display)
GDPR Overview

Mitigating Compromised Der
Mobile App Securty
Frysical Security

Fll Fundamentals

Safe Social Networks
Sacurty Bayond tha Office
Frotecting Against Ransomy
Travel Security

URL Training

Anti-Phishing Phylis

Mobile Device Security

Fll in Action

Video: Physical Securty
Email Security on Mobile De
Introduction to Phishing
Beyond Passwords

Data Entry Phishing

Sayond Passwords

Email Frotection Tools
Mobile Device Security
Security Beyond the Office

View of Training Leaderboard Tah

Woduie Perfarmance Training Mogule Status by User Training Laderbioard Poiicy Acknowledgement
Group By Average Score By Department o
Depariment v
Haman Ressurces
S
Overall User Score ) ‘
e e o e s resn s
Training Score Distribution o
Sex-80% a2
User Ranking [+ )
Sveisl | Totsl
a a o Mod. Mod. User Dua.. Med.. Com.
Rapk | First Name Last Name Email Address Com.. Assi.  Seors  (mn) Ats..  Dats
1312 132 89.50% 16885 132
1 Ere Stewart efic.stEwart@amyeo. wemaatez. com e ET 182020,
2 Karen Weors karen mecra@amyco wombaiga.com 18 10 18 2020..
3 Manhew Lewiis matthew lewis@amyoo wombanga.com 18 82 18 2090
4 Carol Howrd carol howard@amyco.wombatga.com 15 85 5 2020..
5 Paul Wisan paulwilsan@smyco wombsiga.com 13 74 13 2020..
& Brandon Lewiis brandan lews@amyzo.wembataa.com =l 152 132020,
7 Gay Sanchez garysanchez@smycs wombsiga.com 12 154 12 2020
3 Benjamin Sandsrs benjarmin sandsrs@amyco wombatga. com 12 180 12 2090
2 Mamarst Cooper margaret cooper{@amyco wombatga.com 12 157 12 2020..
10| Virgnia Howard virginia howand@amyco. wembatga com 1 4 1 2020..
11 Margaret Lewiis margaret lawis@amyco wembatya.com 1 14 11 2020..
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View of Policy Acknowledgement Tah

Module Performance

Accepted

Training Medule Status by User

°

Training Leaderboard Policy Acknowle:

995

Policy Acknowledgment

First Mame

No Response

544

°

Acceptance Rate (%)

64.7%
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USERS

The reports in this section pertain to User records. They include:

e User Record Export

e Training Report Card

USER RECORD EXPORT
OBJECTIVE

The User Record Export provides a complete list of users and assigned attributes that were uploaded

into the Platform.

BENEFIT

Enables a backup copy of all users and user attributes to be saved, in the event of any potential

maintenance issues.

KEY FEATURES

= Displays all your users and their attributes for reference.
= Exportable information to retain in the event of a recovery need.

= Export option: CSV
SAMPLE USER REGORD EXPORT

K9 2 fe
A B C D E [ G H |

1 |Email First Name Last Name Archive Region Department Division Manager Hire Date

2 |reporting.admin@amydemol. Reporting Admin

3 |user.admin@amydemol.wom User Admin

4 |super.admin@amydemol.wor Super Admin

5 |training.admin@amydemol.w Train Admin

6 |simple.userl@amydemol.wolSimplel Userl

7 |complicated.user3@amydemc Simple3 User3

8 |phishing.admin@amydemol.v Phishing Admin

9 |simple.user2@amydemol.wolSimple2 User2
10 |benjamin.lopez@amydemol.s Benjamin Lopez East Human Resour Healthcare  Scott Torres 12/24/2017
11 |nicholas.king@amydemol.wo Nicholas King South Human Resour Corporate Betty Thompson 1/23/2014
12 |betty.foster@amydemol.worn Betty Foster West Human Resour Healthcare Frank Jackson 2/20/2012
13 |nicholas.wright@amydemol.v Nicholas Wright West IT Non-Profit  Dennis Perry 10/8/2017
14 |anna.brown@amydemol.won Anna Brown East IT Manufacturing Lisa Perez 5/14/2018
15 |gary.lee@amydemol.wombat Gary Lee West IT Manufacturing Helen Wright 2/4/2019
16 |scott.torres@amydemol.wom Scott Torres East Human Resour Non-Profit George Lewis 10/9/2011
17 |steven.phillips@amydemol.w Steven Phillips South Marketing MNon-Profit  Rebecca Anderson 8/11/2015
18 |dorothy.thomas@amydemaol. Dorothy Thomas East IT Healthcare Janet Hall 3/27/2013
19 |rachel.peterson@amydemol.yRachel Peterson West IT Non-Profit Andrew Collins 3/4/2014
20 |jack.foster@amydemol.womk Jack Foster South IT Corporate Joseph Sanchez 9/10/2014
21 |janet.mitchell@amydemol.wJanet Mitchell South Human Resour Corporate Rachel Brooks 12/4/2017
22 |stephen.davis@amydemol.weStephen Davis South Marketing Manufacturing Karen Davis 8/29/2017
23 |kenneth.garcia@amydemol.w Kenneth Garcia South Marketing Mon-Profit  Jessica Hill 6/17/2014
24 |jessica.wood@amydemol.wolJessica Wood Naorth Marketing Non-Profit Janet Edwards 7/29/2017
25 |lisa.patterson@amydemol.we Lisa Patterson West Human Resour Healthcare Steven Gonzales 12/20/2014
26 (Jerry.johnson@amydemol.woJerry Johnson North Human Resour Corporate Ruth Peterson 4/29/2016
27 |betty.thompson@amydemol. Betty Thompson South Marketing Healthcare  Katherine Scott 9/20/2013
28 |carol.foster@amydemol.wom Carol Foster South Human Resour Non-Profit Daniel Hernandez 10/22/2017
29 |anna.young@amydemol.wonm Anna Young North IT Heslthcare  Dorothy Martinez 10/18/2011
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TRAINING REPORT CARD
OBJECTIVE

The Training Report Card tracks the overall progress and performance of a single user, including scores
for specific modules and a cumulative performance rating.

BENEFITS

= Quickly identify users who need extra training in specific topic areas.
= Track a user’s performance over time.

KEY FEATURES

= Displays a user’s overall status and progress, for all activities, in the Platform on one page.

= Allows an administrator to see all the modules that user completed or attempted, in two tables
individually and cumulative on the same page.

= Displays all modules completed by a user (even if the user was removed from an assignment) as
well as the best and most recent score for each module completed.

= Administrator can see all assignments that are assigned to a user and the status for each on one
page.
= Export option: CSV

SAMPLE TRAINING REPORT CARD

Training Report Card

XYZ Company
Showing Report for: Amanda King

Score by Module User Assignment Status
Module Name Best Score Last Score Assignment Status Modules Remaining
CyberStrength 69% 69% 2020 Cyber Assignment 44 Completed 0

Cumulative Performance

Module Name Correct Answers Total Questions. Percent
CyberStrength 1 16 9%
Anti-Phishing Phil o o 0%
Anti-Phishing Phyllis 0 0 0%
Avoiding Dangerous Attachments 0 0 0%
Avoiding Dangerous Links 0 0 0%
Beyond Passwords o o 0%
Data Entry Phishing 0 0 0%
Data Protection and Destruction o o 0%
Email Protection Tools 0 0 0%
Email Security 0 0 0%
MEXT  LAST
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