proofpoint.

Proofpoint ATO Protection
(Account Takeover Protection)
72RT7HD> NDOFOE) ZRRF U TR ity

FEBAUY

* Microsoft 365. Google
Workbench. Okta®7ho>
MRE &R0

* MFAZ@ET 57 H > REDE
LN SFATEH

s 7HOURNESRWEDT7I771E
TAICRT B —TlbkSNnizEa—
THRAEELR(L

s 7HOURNEEIEL. 8HI89(T/N
A=Kty NERITITBIET
WEBEDHRERREZIEMHE

o X=)LIRY I ZADIL—)L MFA
RENDEBRENHIEEXEE

« KRB —R/S—F1 7T~
>3 % HIkR

OV )a—3azld.

NRBTZURID4D S
DEXEBEIVT7HERTS.
FPI—TRIN

M Human-Centric
Security i8R 7S vk
TA—LD—HEEETY,

Proofpoint Account Takeover Protection (ATO Protection)
(&. Proofpoint TAP (Targeted Attack Protection) M¥L3EEE
BECT o RESNIZISVRTAOUNERALU. 75 VRRIRZRE
LET,

Proofpoint ATO Protection(d. Proofpoint TAP (Targeted Attack
Protection) DIRRIERETT o BESNIZTSIORTHOUNRHURELET
Proofpoint ATO Protection (3. AT%08E (Al). BRI BIBH1>T) >
A RBBVWDZEAVWTHREFI—VICHTEIRBRT7 I T1ET1ZRIMLET,
WEBECLDRERDEEZRAL REBDT7 7L AEZHIRLET . X—ILRY
DADI—=IPVIFT777IFE (MFA) BREANDBRENDHIERZER/LET
Flew REEY—RN—T0 775 —232HBRU. RNEB 771 )L DORREEH|
BRETVET,

Proofpoint ATO Protection (&, AEGOT7 1>, REINZI—H—,
FBER (T AT LAPREZHR TES. sHlGLR—NERHUET,
Proofpoint ITD (Identity Threat Defense) EDREICLL). 7HD > REOH
ICED FDMDTHIRPRARNODBIENGRSEE ) ) ) CHERTE
£, NSOARICKN . BECHESELLEOTEARMBEL LRI, KE%E
FRIET 2T ENTEED,

Access Threats ©

Remediatons

B 1 : Proofpoint ATO Protection (3FREBHO 71> ZRH L.
BRORAACEENHIEEDEEICRILDFHILHNR iRt



PROOFPOINT ATO PROTECTION (ACCOUNT TAKEOVER PROTECTION) | F—9>—b

A7 Attack Sequences (O

Pre-Access Access
@ ®
2 8

Mail Threats ] Account takeover
activities

- 2 Messages Mail Threats onigin 4
delivered
Accoum takeover
actwities led 10
suspicious 3

10
Account takeover
activities
Brute Force /
Other origin

File Activities.

Post Access Suspicious Activities

® © = ©

Mailbox Rules Mail Sending 3rd Party App MFA Settings
Activities Activities Activities Activities

B2 : Attack Sequence (B —47>R) LR—KITlF. BEESNE=THVUMIETSZ 77 ERGEDBRHT 7 TETHiRDTHE

BRAETRIEHD @ L

Proofpoint ATO Protection(d. 75VRRIRICH(TEE
EINIETNOVNORBLEA—). ZOMDT7IT1ET+
ZRHUET . BT OMBICHVTEERSINIZ4,000 5L
FOI—F-HoREESNIBH T T AEFALE
Fo IOULBERE. AICIRDEVDHEHEAEDHET,
BRIRBATRELLZ, BREFREBZT7I7T1ET1E&A
LETo COULEFEDHEAEDEICKN . REHNT7S5—he
HIiBLET . SREDRIE. BRBINE7ZHI DTN
TOT7I7T1ETAZREICHEIETEENTE. BIDTT,

THhOUIHERESESNSE. Proofpoint ATO Protection
(37 5—NeTAPS Y 2R—RISEBINLET . 7HORED
RIDTIT1ET1. T7TIRRX=IDT7IT1ET1
A=)LRY TR =L MFASEEANDESE., H—RKR/)N—FT~«
TDIDENN. WMEIALSTUHSHERTEET,

N\ ~=

U BELAN N

Proofpoint ATO Protection(d. EFal)7+ 7FURK
(C TAOURFEORIDRER. 583V RVZRRT S
EHDFEERELET. COBHIF. TAPRESRTLE
TOERCHEESNTVET . ZDIEH . TAPHRHTZT—
IEHTI DR ERBIENTEET, TOWMSNILTHY
NI BEIT AT THEERTET T ITASTUTE
ANUNETIYI U ANBIENTEET,

THIVIDEDED(CHESNIED . FIEHBEEDIGM%Z
#ERIB_LEHTETT . FLEARDBRDRSER (11—
HF—(CDVWTHDHBENTEEFT . BEBDIICEN
A—5— IP7RLR RASL> ZOMOBMOFBET
TT1ETA ITLSTUHHATEELET . OUIEEERH
KR(F. BB NDESLRDIRVZFHBT 5 LTRUEFT,

B

Proofpoint ATO Protection(d. X—ILARYZZDIL—)L
PMFARENDBRNDHZ2EEZRAL. BELET,
KEEEFIZLDBEES. A=Ay IADI—ILZEZEELT
SATLAICEBAL. BERERT. RYIOATBIrv >
TRZDMOBEFIEZLH(TET, Proofpoint ATO
Protection (FF7z. BEDHDH—R/IN—F+ 7 )%=HIkR
LET. CNSED7723>DINTEEKEL T, HBlADIE
M. BRIDBEEMMCH D BB ZRBLET .
HRDBEDH D77 T1ETAHNREICKIOTHSHICHEN
(F. BOMSNIZTHOUNEERTDIENTEFT,
Flew WEEDN I —OT7HOUNIEBNLET 71 ILEH]
PRIBEHTEET,

[Proofpoint TAP Account Takeover] M&FF(FE.
[Proofpoint Account Takeover Protection] N&EZEEEINE Uz,

HFxCE5

$$@(3 proofpoint.com/jp TTHEERIEE L,

Proofpoint | FIL—7HRAUMIDNWT

Proofpoint, Inc.& A /N—tFaFDTO—/NI U=F1>T Hh2 =TT ARBDRADEETHHW BRFHCRADIRTELBYZ B[N EFEECEREHTTVET FIL—TRT1>
NETSIRR—ZADEHEE V) 21— 3V LR T HRPOEENFNRKE R ED T N—BEHST—I T ZLUTENTNOI—F =DM N—HBICH U TES(T8NBRUEENERF TR
SEEUTVWET . F/ Fortune 100 M 85% DXL EIEIFELIMBEDREN TIL—TRA UMDV 2—2a3> ZFIRAUTHEIA=ILPTTIORY = v LAT 17 WebBlED F+1UF1D
D2IHEVDY T4 T7 2 ANV RV AEHT BEDZRLTWET 3Hllld www.proofpoint.com/jp (CTIRRLIZE L,

©Proofpoint, Inc. Proofpointld KBH LU ZDiDEICHFBProofpoint, INC.OBHETT . THINTLDZDMINTOEEZF ZNENOFREEICRBELET .

proofpoint.

0103-010-08-02 11724


http://www.proofpoint.com/jp
https://www.proofpoint.com/jp

