
Proofpoint helps you meet each phase of the DHS CDM 
program by equipping you with the insight and visibility 
to better secure your vital communications channels. We 
protect your direct-to-citizen communications channels 
from email fraud, malware, credential phishing and 
compliance risks. We also give you visibility down to 
the application and user level. This helps you better 
prioritize alerts and responses. 

Leverage CDM to Protect Your People 
With Proofpoint, you can leverage the Department of Homeland Security 
Continuous Diagnostics and Mitigation (DHS CDM) program to protect your 
people. Our solutions span all four phases of the program, providing you with 
asset, user, event and boundary protection, and data protection. 

We support your CDM initiatives by helping you:

•	 Synchronize protection across security tools with API and forward/reverse 
proxy support

•	 Authenticate all legitimate senders and stop fraudulent emails before they 
reach employees or citizens

•	 Identify and protect sensitive and regulated data, whether “at rest” in file 
stores or “in motion” as 
it is sent or received

•	 Provide integrated 
detection and focused 
visibility on the threat 
type and intended 
targets of malicious 
communication

•	 Integrate behavioral 
data analytics and 
machine learning 
innovation for security 
orchestration and 
remediation of 
malicious content 

Proofpoint for Continuous Diagnostics 
and Mitigation 
Secure your vital communications channels

Solution Brief

Key Benefits 

•	 Meet each phase of the 
federal DHS CDM program 
by better securing your vital 
communications channels 

•	 Protect against email fraud, 
malware, credential phishing 
and compliance risks 

•	 Choose from the full 
Proofpoint portfolio of 
solutions, relevant to all 
phases of DHS CDM

•	 Discover if your CDM Request 
for Service is eligible for partial 
funding by CDM
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https://www.proofpoint.com/us


ABOUT PROOFPOINT
Proofpoint, Inc. (NASDAQ:PFPT) is a leading cybersecurity company that protects organizations’ greatest assets and biggest risks: their people. With an integrated suite of cloud-based 
solutions, Proofpoint helps companies around the world stop targeted threats, safeguard their data, and make their users more resilient against cyber attacks. Leading organizations of all 
sizes, including more than half of the Fortune 100, rely on Proofpoint to mitigate their most critical security and compliance risks across email, the cloud, social media, and the web. No one 
protects people, the data they create, and the digital channels they use more effectively than Proofpoint.combat modern advanced threats.
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Access a Full Portfolio of Security Solutions 
The full portfolio of Proofpoint solutions can be procured through the DHS 
CDM contract vehicle. What’s more, your CDM Request for Service may be 
eligible for partial funding by CDM. Our solutions are authorized and available 
on the CDM Approved Products List, and they can be purchased directly from 
GSA IT-70. They’re also highly regarded, with several having been named in 
the Gartner MQ. And most can be deployed as a FedRAMP cloud solution, 
virtually or on-premises.

Stay Ahead of Attackers 
Proofpoint has a unique people-centric approach to cybersecurity. We empower you to address and protect your biggest 
risk—your people. We identify your most attacked people and then harden them against the panoply of attack vectors. At 
the same time, we manage things like data access, user behavior and delayed weaponization. 

Whether you’re looking to increase buying power, remediate known deficiencies, comply with federal directives or simply 
upgrade to a leading cybersecurity provider, we can help. Together, Proofpoint and CDM can lower your acquisition costs, 
increase efficacy and boost ROI.

Proofpoint solutions are designed to operate in heterogenous environments. They can also feed directly into CDM’s 
Archer and other commonly used SIEMs. 

Learn More
For more information, visit proofpoint.com/us/solutions/federal.

All Proofpoint products are 
authorized and available on 
the DHS CDM Approved Products 
List. They’re relevant to all 
phases of the program, and 
they may be eligible for partial 
funding by CDM. 
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